Item No. 12
Town of Atherton

CITY COUNCIL STAFF REPORT – REGULAR AGENDA
TO:

HONORABLE MAYOR AND CITY COUNCIL
GEORGE RODERICKS, CITY MANAGER

FROM:

ANTHONY SUBER, DEPUTY CITY MANAGER / CITY CLERK

DATE:

DECEMBER 16, 2020

SUBJECT:

REVIEW AND APPROVE THE RESPONSE TO GRAND JURY REPORT:
“RANSOMEWARE: IT IS NOT ENOUGH TO THINK YOU ARE
PROTECTED”

RECOMMENDATION
Review and approve the attached response to the San Mateo County Grand Jury Report on their
report entitled “Ransomware: It Is Not Enough To Think You Are Protected”.
BACKGROUND
The Superior Court of California, of the County of San Mateo Grand Jury filed a report on October
7, 2020 entitled “Ransomware: It Is Not Enough To Think You Are Protected” which contained
findings and recommendations pertaining to cities in San Mateo County. The intent of the report
was to present best practices in developing Cybersecurity strategies and provide recommendations
for agencies to evaluate. California Penal Code Section 933.05 requires any agency that is the
subject of such a report to reply in writing at a public meeting. The response is due to the Grand
Jury no later than January 5, 2021. The City Clerk / Deputy City Manager prepared the attached
reply to the Grand Jury Report for Council consideration and approval as Attachment 1.
FINDINGS | ANALYSIS
The summary provided by the Grand Jury Report indicated a December 2019 online survey sent
to all 68 public entities in San Mateo County with a 54% response rate (37 survey responses and
1 verbal response). The survey concluded that over 25% (10 of 38) of the public entities indicated
they had been a victim of one or more Ransomware attacks. A component of the report
recommends developing, implementing, and testing a Cybersecurity strategy for each jurisdiction.
The report outlined suggested steps agencies should consider improving for defenses, ability to
detect incursions, and ability to respond to Ransome attacks. Those steps include:
•

Using firewalls to protect internal environments from breaches;
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•
•
•
•

Using malware detection software to monitor incoming emails and network activity;
Ensuring that users are educated and tested to learn what to watch for an avoid, especially
in emails;
Developing and fully testing a thorough backup and restore strategy to enable a complete
recovery from an attack;
Putting in place internal controls such as subnets, which require departmental authorization
to access other department’s data or programs.

The Town’s Information Technology (IT) Department (via consultant contract with Interwest
Consulting Group) maintains a Ransomware Recovery Plan that was updated in November 2020
and a Cybersecurity strategy. The strategy is intentionally not overly detailed with possible system
weaknesses in order to maintain a high degree of confidentiality. The Town provides cyber
security training to all staff annually. The training presentation and cyber security tips provided to
staff in February 2020 is included as Attachment 3. The report identifies several exposure areas
of ransomware and other malware attacks for local public entities, listing phishing as the single
largest exposure threat. The Town has taken steps to impede and limit this risk including branding
incoming email messages with an advisory warning that notes the email comes from an external
source and heading caution in opening attachments or links from unknow or suspicious origins.
This represents one of the mitigating strategies used to limit the risk of exposure.
The 2019-2020 Grand Jury report recommendations require the Town to report on of the following
actions for each recommendation:
1. The recommendation has been implemented, with a summary regarding the implemented
action
2. The recommendation has not yet been implemented, but will be implemented in the future,
with a time frame for implementation.
3. The recommendation requires further analysis, with an explanation and the scope and
parameters of an analysis or study, and a time frame for the matter to be prepared for
discussion by the officer or director of the agency or department being investigated or
reviewed, including the governing body of the public agency when applicable. This time
frame shall not exceed six months from the date of publication of the Grand Jury report.
4. The recommendation will not be implemented because it is not warranted or reasonable,
with an explanation, therefore.
One of the survey questions asked what defenses were currently employed to block malware and
a list of best practices for those defenses was included in the report. They include:
•
•
•
•

Filtering incoming email for viruses, malware, and phishing attempts;
Utilizing protection software from multiple vendors;
Utilizing multiple layers of defense;
Keeping systems up-to date.

The Grand Jury Report recommends regular reviews of Cybersecurity strategies, employee
trainings, and testing defense strategies. The report concludes with a comprehensive list of best
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practices from professional literature and Information Technology Managers that have
successfully defended attacks:
•
•
•
•
•
•

•
•

Anti-Malware definitions need to be constantly updated to retain their effectiveness.
Software updates need to be kept current
To identify external emails, message rules can be used to flag external emails and thereby
decrease the probability that a user clicks on bad content.
To thwart phishing attempts, footers can be added to incoming emails to warn about
opening attachments and clicking on links.
Security training, awareness and assessment need to be routine along with testing all
employees to recognize, delete and report attempted attacks
Establishing a thorough and comprehensive backup process for all Servers using the 3-21 rule and establishing a separate backup process for key users' critical folders (e.g.,
administration, accounting, human resources) to be able to restore/recover from a secure
onsite and/or offsite backup.
Snapshots and/or image backups provide the most complete backup and the fastest
recovery option.
Consider cloud-hosting of email and other applications to provide added security, backup
& restore capabilities and filtering benefits to close the largest and easiest route for
Ransomware to penetrate entity systems.

Within the report are eight (8) Findings:
1. Ransomware is a real and growing threat to public entities including those in San Mateo
County.
2. Across the country, local governments and schools represent 12% of all Ransomware
attacks.
3. The direct and indirect costs of Ransomware can be significant.
4. Cybersecurity reviews and assessments, and an updated, well-executed Cybersecurity plan,
are critical components of IT security strategy.
5. A comprehensive Cybersecurity plan should include, at a minimum, information
concerning prevention steps, spam and malware software, and backups and full recovery
testing.
6. The identification of phishing attempts, including the use of spam filters, is an important
component to protecting an IT system from Ransomware attacks.
7. Testing a full restore of a server to ensure that backups are reliable should be undertaken
regularly as part an entity's backup plan to recover lost information.
8. Training of new employees, and the recurring training of existing employees, is an
important component of defense against Ransomware.
The Report concludes with four (4) Recommendations to which each jurisdiction must respond.
1) Each of the governmental entities in San Mateo County with an IT department or IT
function (whether in-house, handled by another government unit or outsourced to a private
enterprise) as listed in Appendix F, should by November 30, 2020, make a request for a

Page 3 of 74

Grand Jury Report on Ransomware
December 16, 2020
Page 4 of 5

report from their IT organization that addresses the concerns identified in the report,
specifically:
a. System Security (Firewalls, Anti-malware/ Antivirus software, use of
subnets, strong password policies, updating/patching regularly)
b. Backup & Recovery (In the event of an attack, can you shut down your
system quickly? What is being backed up, how it is being backed up, when
are backups run, and where are the backups being stored? Have backups been
tested? Can you fully restore a Server from a backup?)
c. Prevention (turning on email filtering, setting up message rules to warn
users, providing employee training on phishing and providing a reporting
system to flag suspect content)

2) These confidential internal reports should be provided to the governing body by June 30,
2021. This report should describe what actions have already been taken and which will be
given timely consideration for future enhancements to the existing cybersecurity plan.
3) Given the results of their internal reports, governmental entities may choose to request
further guidance by means of a Cybersecurity review from the U.S. Department of
Homeland Security and/or a cyber hygiene assessment from the County Controller's
Office.
4) Given the results of their internal reports, governmental entities may choose to ask their IT
departments to review their own Cybersecurity Plan with the detailed template provided
by the FCC's Cybersecurity Planning Guide and consider customizing it using FCC's
Create Custom Cybersecurity Planning Guide tool.
As stated, the Report is intended to present best practices in developing plans and strategies. It
provides information to be discussed related to potential concerns and recommends IT staff
confidentially and urgently assess their respective Ransomware protection strategies.
POLICY FOCUS
The Grand Jury requires that the Town respond to the findings and recommendations in the report.
Staff has provided responses for the City Council’s consideration. Staff has agreed with all findings
and provided responses on the recommendations.
FISCAL IMPACT
None.
COMMISSION/COMMITTEE FEEDBACK/REFERRAL
This item ____ has or __X___ has not been before a Town Committee or Commission.
____ Audit/Finance Committee (meets every other month)
____ Bicycle/Pedestrian Committee (meets as needed)
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____ Civic Center Advisory Committee (meets as needed)
____ Environmental Programs Committee (meets every other month)
____ Park and Recreation Committee (meets each month)
____ Planning Commission (meets each month)
____ Rail Committee (meets every other month)
____ Transportation Committee (meets every other month)
____ Tree Committee (meets each month)
ATTACHMENT
1. Attachment 1 - Response to Grand Jury Report
2. Attachment 2 - 2019-2020 San Mateo County Grand Jury Report “Ransomware: It Is Not
Enough To Think You Are Protected”
3. Cybersecurity Training Presentation
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TOWN OF ATHERTON
ADMINISTRATIVE OFFICES
150 WATKINS AVENUE
ATHERTON, CALIFORNIA 94027
(650) 752-0500

December 17, 2020
Hon. Danny Y. Chou
Judge of Superior Court
C/o Jenarda Dubois
Hall of Justice
400 County Center; 8th Floor
Redwood City, CA 94063-1655
SUBJECT: RESPONSE TO GRAND JURY REPORT: “Ransomware: It Is Not Enough To Think You
Are Protected"
Honorable Judge Chou,
Attached please find the Town of Atherton’s response to the above Grand Jury Report. The response to both the
findings and recommendations are listed below. Pursuant to California Penal Code Section 933.05, the response
was considered by the City Council at a public meeting on December 16, 2020.
Should you have any questions concerning the response, please contact City Manager George Rodericks at
(650) 752-0504 or grodericks@ci.atherton.ca.us.

Respectfully,
TOWN OF ATHERTON

Mayor

150 WATKINS AVENUE | ATHERTON, CALIFORNIA 94027 | PH: (650) 752-0500 EM: TOWN@CI.ATHERTON.CA.US

www.ci.atherton.ca.us
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Response to Grand Jury Report Findings and Recommendations
Report Title: “Ransomware: It Is Not Enough To Think You Are Protected"
Report Date: October 7, 2020
Response by: Town of Atherton
From:

, Mayor

The Town of Atherton is responding to each Finding solely with respect to itself and not regarding any
other City.
Response to Grand Jury Findings:
F1. Ransomware is a real and growing threat to public entities including those in San Mateo County. Response:
The Town of Atherton agrees with this finding
F2. Across the country, local governments and schools represent 12% of all Ransomware attacks. Response:
The Town of Atherton agrees with this finding
F3. The direct and indirect costs of Ransomware can be significant. Response: The Town of Atherton agrees
with this finding.
F4. Cybersecurity reviews and assessments, and an updated, well-executed Cybersecurity plan, are critical
components of IT security strategy.
Response: The Town of Atherton agrees with this finding.
F5. A comprehensive Cybersecurity plan should include, at a minimum, information concerning prevention
steps, spam and malware software, and backups and full recovery testing.
Response: The Town of Atherton agrees with this finding.
F6. The identification of phishing attempts, including the use of spam filters, is an important component to
protecting an IT system from Ransomware attacks.
Response: The Town of Atherton agrees with this finding.
F7. Testing a full restore of a server to ensure that backups are reliable should be undertaken regularly as part an
entity’s backup plan to recover lost information.
Response: The Town of Atherton agrees with this finding.
F8. Training of new employees, and the recurring training of existing employees, is an important component of
defense against Ransomware.
Response: The Town of Atherton agrees with this finding.
Response to Grand Jury Recommendations:
150 WATKINS AVENUE | ATHERTON, CALIFORNIA 94027 | PH: (650) 752-0500 EM: TOWN@CI.ATHERTON.CA.US

www.ci.atherton.ca.us
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The Grand Jury recommends that each governing body undertake its own confidential effort to protect against
Ransomware attacks. Specifically:
R1. Each of the governmental entities in San Mateo County with an IT department or IT function (whether inhouse, handled by another government unit or outsourced to a private enterprise) as listed in Appendix F,
should by November 30, 2020, make a request for a report from their IT organization that addresses the
concerns identified in the report, specifically:
1.
System Security (Firewalls, Anti-malware/Antivirus software, use of subnets, strong password policies,
updating/patching regularly)
2.
Backup & Recovery (In the event of an attack, can you shut down your system quickly? What is being
backed up, how it is being backed up, when are backups run, and where are the backups being stored? Have
backups been tested? Can you fully restore a Server from a backup?)
3.
Prevention (turning on email filtering, setting up message rules to warn users, providing employee
training on phishing and providing a reporting system to flag suspect content)
Response: This recommendation has been implemented
The Town of Atherton City Manager’s Office made this request of the Town’s IT Department upon receipt of
the Grand Jury Report. The IT Department will prepare a study session report for City Council which will, at a
minimum, address the concerns listed in R1.1, R1.2, and R1.3.
R2. These confidential internal reports should be provided to the governing body by June 30, 2021. This report
should describe what actions have already been taken and which will be given timely consideration for future
enhancements to the existing cybersecurity plan.
Response: This recommendation will be implemented by the June deadline
The Town of Atherton’s IT Department will prepare a comprehensive study session report for City Council,
planned for Q1 calendar year 2021, that addresses the concerns identified in the report. This report will include
actions taken and plans for future enhancements.
R3. Given the results of their internal reports, governmental entities may choose to request further guidance by
means of a Cybersecurity review from the U.S. Department of Homeland Security and/or a cyber hygiene
assessment from the County Controller’s Office.
Response: This recommendation will be implemented on or before June 30, 2021
The Town of Atherton IT Department will make a request with the Department of Homeland Security,
Cybersecurity & Infrastructure Security Agency, for cyber-hygiene services before June 30, 2021.
R4. Given the results of their internal reports, governmental entities may choose to ask their IT departments to
review their own Cybersecurity Plan with the detailed template provided by the FCC’s Cybersecurity Planning
Guide and consider customizing it using FCC’s Create Custom Cybersecurity Planning Guide tool (see footnote
52).
Response: This recommendation will be implemented on or before June 30, 2021
150 WATKINS AVENUE | ATHERTON, CALIFORNIA 94027 | PH: (650) 752-0500 EM: TOWN@CI.ATHERTON.CA.US

www.ci.atherton.ca.us
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The Town of Atherton IT Department will utilize the Federal Communications Commission Cyber Security
Planning Guide and the FCC Cyber Security Planner to review and update our cyber-security plans. This work
will be completed on or before June 30, 2021.

150 WATKINS AVENUE | ATHERTON, CALIFORNIA 94027 | PH: (650) 752-0500 EM: TOWN@CI.ATHERTON.CA.US

www.ci.atherton.ca.us
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Cyber Security Presentation (Anti-Malware/Phishing)
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Jimmy Kimmel Live - What is Your Password?
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Topics for Discussion
•
•
•
•
•
•
•
•
•

Importance of Awareness
Phishing
Common Examples
Spear Phishing
Recognition
Prevention
Ransomware
Social Engineering
Other Safety Tips
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Importance of Awareness: You are the target…
• You, and your access to City data, are the primary target of
hackers.
• Gaining access to your login information allows them to
impersonate you, or use your computer, to gain access to city
systems and data.
• IT can address only a portion of security risks.
• Most Commonly Compromised
• End User Access
• Allows Bad Actors to
• Impersonate End Users
• Access Files
• Send/Receive email
• Steal data/information
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Phishing: What is it?
• Phishing – Cybercriminal attempts to steal personal and
financial information or infect computers and other devices
with malware and viruses

• Designed to trick you into clicking a link or providing personal or
financial information
• Often in the form of emails and websites
• May appear to come from legitimate companies, organizations or
known individuals
• Take advantage of natural disasters, epidemics, health scares, political
elections or timely events
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Types of Phishing
• Mass Phishing – Mass, large-volume attack intended to reach as many
people as possible
• Spear Phishing – Targeted attack directed at specific individuals or
companies using gathered information to personalize the message and
make the scam more difficult to detect
• Whaling – Type of spear phishing attack that targets “big fish,” including
high-profile individuals or those with a great deal of authority or access
• Clone Phishing – Spoofed copy of a legitimate and previously delivered
email, with original attachments or hyperlinks replaced with malicious
versions, which is sent from a forged email address so it appears to come
from the original sender or another legitimate source
• Advance-Fee Scam: Requests the target to send money or bank account
information to the cybercriminal

Page 37 of 74

ATTACHMENT 3

Common Baiting Tactics
• Notification from a help desk or system administrator
Asks you to take action to resolve an issue with your account (e.g., email account has
reached its storage limit), which often includes clicking on a link and providing requested
information.
• Advertisement for immediate weight loss, hair growth or fitness prowess
Serves as a ploy to get you to click on a link that will infect your computer or mobile device
with malware or viruses.
• Attachment labeled “invoice” or “shipping order”
Contains malware that can infect your computer or mobile device if opened. May contain
what is known as “ransomware,” a type of malware that will delete all files unless you pay a
specified sum of money.
• Notification from what appears to be a credit card company
Indicates someone has made an unauthorized transaction on your account. If you click the
link to log in to verify the transaction, your username and password are collected by the
scammer.
• Fake account on a social media site
Mimics a legitimate person, business or organization. May also appear in the form of an
online game, quiz or survey designed to collect information from your account.
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Hidden Threats
• Phishing not only attempts to get sensitive info
• Can include malicious software
• Attachments, Emails, Links, Files
• May contain programs that
• May capture your keystrokes
• Capture your personal files
• Send data offsite
• Encrypts data and requests a ransom
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Common Examples
Phishing is not new and many of
you have seen examples in emails
• You may have seen emails that
appear to come from your bank
or other online financial
institutions.
• Commonly Seen Commercial
Examples:
• eBay, PayPal, all banking and
financial institutions
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Common Examples
Phishing Email sent portraying Bank of America,
Entices the user to complete a survey and receive a $20 credit.
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Common Examples
Convincing website linked from BOA email
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Common Examples
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Common Examples
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Spear Phishing
Spear Phishing is an even greater threat

• A highly targeted phishing attempt
• The recipient (target) is selectively chosen
• Usually with an understanding of the target
• With a specific attack attempt
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Spear Phishing
The attacker may:
• Address the recipient by name
• Use jargon of the organization
• Reference actual procedures, purchase orders, and invoices
The email may appear very genuine
• “Spoof” the senders email address
• Directly address the recipient
• Relevant subject line content
• Request actions to get info, data, or $$
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Spear Phishing Example
Targeted plausible payment request.
DO NOT SEND MONEY BEFORE CONFIRMING WITH SENDER
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Should I be worried?
• Occurs in organizations everyday
• Attacker’s primary focus is to get you to:
• Open an attachment
• Follow a web link
• Install the malicious software
• If you receive an email that is out of the ordinary or unexpected:
• Always confirm with the sender
• Even if you are familiar with them
• Their account may be compromised
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Recognition
Other recognition factors of phishing attempts:
7. Requires you to log in and verify your

1. Generic Greeting

account

2. Fake Sender’s Address

8. Encourages you to view/read an

3. False Sense of Urgency
4. Fake and deceptive web links
5. Requires you follow a link
6. Requires you to “sign up” for a great deal
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10.Misspellings and bad grammar
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Recognition
• “From” field of an email can be easily faked (spoofed).
• It might appear completely correct, or have a similar variation.
• account_security@mypay.com

• On the other hand, the message may come from a
• legitimate email account, because that account has been
compromised.
• john.smith.yourboss@yourbusiness.com

This can occur when the attackers obtain someone’s login credentials
and email contacts in their address book in order to obtain
more accounts.
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Recognition (Example 1)
service@intl.paypal.com <service.epaiypal@outlook.com>

Example of a message
with a link to a
website that installs
malicious software.
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Recognition (Example 2)
DO NOT LOGIN WITH YOUR INFORMATION IF YOU
HAPPEN UPON A SIMILAR LOGIN SPOOFING PAGE
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File:///C/Users/bobgeorge/appdata/local/googlephish.html
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Recognition (Example 3)
Example of a message with a Link that contains malware.
DO NOT OPEN IF YOU RECEIVE A SIMILAR EMAIL
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Recognition (Example 4)
Example of a message with a LinkedIn message link that contains malware.
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Protect Yourself: Refuse the Bait
• Be cognizant and vigilant of this threat.
• Before clicking on any web link within a message or opening up
an attachment, be sure the source of the email is legitimate.
• The links and attachments can contain:
• Malware
• Spyware
• Viruses
• Trojan horses
• STOP. THINK.
• Before you click, look for common baiting tactics
• If the message looks suspicious or too good to be true, treat it as
such
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Specific Examples
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Got Hooked?
If you suspect…

You should…

You interacted with or replied Immediately contact the Interwest IT Help Desk:
to a phishing scam using your
Work email account
You might have revealed or
shared personal or financial
information

Immediately change the password(s) for your account(s). If
you use the same password for multiple accounts and sites,
change it for each account. Do not reuse that password in
the future.
Watch for signs of identity theft by reviewing your bank and
credit card statements for unauthorized charges and activity.
If you notice anything unusual, immediately contact your
credit card or bank.
Consider reporting the attack to the police, and file a report
with the Federal Trade Commission: www.ftc.gov.
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Viruses and Malware
• Cybercriminals also use attachments to spread viruses or
other malicious software (malware) to steal or destroy
data.
• Malware can install keyloggers to capture everything you
type, control your webcam/microphone, or send all of
your data to remote servers that the criminal controls.
• The attachment typically arrives as Word, Excel or PDF file
and has to be opened before the malware triggers.
• Malware will take advantage of unpatched software.
• Some Word/Excel malware require you to enable Macros
– always be suspicious of an attachment that requests you
to “lower” your security settings when opening.
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Ransomware
• Ransomware is a new type of malware that encrypts
documents, pictures and other files, making them unreadable.
The attacker then holds the decryption key for ransom until you
agree to pay money, usually through an untraceable method
such as BitCoin or other digital currency.
• Ransomware assumes that you’ll pay to recover your files – if
you back them up regularly, you have no need to pay the
ransom.
• On City machines, store files on your network drives, OneDrive,
etc. At home, use external drives or trusted cloud services.
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Encryption: A Key Component of Ransomware
• Ransomware, in its most basic form, is self-explanatory.
Data is captured, encrypted, and held for ransom until a fee
is paid. The two most common forms of ransomware
delivery are through email and websites.
• Ransomware has been continuously evolving in the past
decade, in part due to advances in cryptography. The wide
availability of advanced encryption algorithms including
RSA and AES ciphers made ransomware more robust. While
estimates vary, the number of ransomware attacks
continues to rise.
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Ransomware on the Rise
• Bitcoin has been a significant factor in the rise in
ransomware attacks. The lack of oversight by any governing
body coupled with anonymity makes it an ideal currency in
ransomware demands.
• The evolution of ransomware-as-a-service (RaaS) has also
played a significant role in the proliferation of attacks. RaaS
has moved the execution of a ransomware attack from
"professional" to "script-kiddie."
• Operating systems lack runtime detection capabilities that
could help stop ransomware execution in the early stages
possibly even before actual encryption begins.
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Recent Victims of Ransomware Attacks
• June 26, 2019: Lake City, Florida agrees to pay ransomware.
• June 20, 2019: Riviera Beach, Florida, discloses ransomware attack and
payment.
• May 7, 2019: City of Baltimore hit with ransomware attack.
• April 2019: Cleveland Hopkins International Airport suffered a ransomware
attack.
• April 2019: Augusta, Maine, suffered a highly targeted malware attack that
froze the city’s entire network and forced the city center to close.
• April 2019: Hackers stole roughly $498,000 from the city of Tallahassee.
• March 2019: Albany, New York, suffered a ransomware attack.
• March 2019: Jackson County, Georgia officials paid cybercriminals $400,000
after a cyberattack shut down the county’s computer systems.
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In the Event of a Ransomware Attack
• While these practices are effective, it is impossible to
completely protect your organization from ransomware. If
you do believe you have been the victim of a ransomware
attack, consider the following steps:
• Shut down your system. Physically unplug it if necessary.
• Notify IT ASAP.
• The faster IT is notified the faster the spread of the
ransomware can be stopped.
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Social Engineering – Phone Scams
Phone call scams vary in their approach:
• Claim to be reputable businesses needing access or information
“…this is Microsoft calling to let you know we have seen malware on your computer… can you help us get
remoted in to your computer to get it removed for you…”

• Often convince you to provide information to “verify” you

“…your illegal browsing web history has been logged and will be reported to the authorities if you do not
provide your social security number to prove who you are…”

• Claim interruption of service or other negative consequences if
you don’t comply
“…there is a billing issue with your account, can you please provide your credit card number for verification,
otherwise services will be disconnected immediately…”
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Social Engineering
Be aware of possible social engineering
1. Phone calls from unknown/unverified sources
2. USB drives from non-reputable sources or just lying around on a
desk or table
3. CD/DVDs from non-reputable sources
4. Plugging in non-work phones/other devices
5. Password or login requests
6. Threatening or urgent abnormal requests
7. Requests for large sums of money
8. Co-workers acting strange over email
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Password Tips
•
•
•
•
•

Keep your password complex
Change your password regularly
Never share your password! Even with a coworker or vendor
Never write down or email your password
If you believe your password may be compromised
change it immediately and report it!
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Password Complexity Live Demo
• https://password.kaspersky.com/
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Password Complexity
Pattern

Calculation

Result

Time to Guess
(2.6x1018 tries/month)

Personal Info: interests, relatives

20

Manual 5 minutes

Social Engineering

1

Manual 2 minutes

80,000

< 1 second

American Dictionary
4 chars: lower case alpha

264

5x105

8 chars: lower case alpha

268

2x1011

8 chars: alpha

528

5x1013

8 chars: alphanumeric

628

2x1014

3.4 min.

8 chars alphanumeric +10

728

7x1014

12 min.

8 chars: all keyboard

958

7x1015

2 hours

12 chars: alphanumeric

6212

3x1021

96 years

12 chars: alphanumeric + 10

7212

2x1022

500 years

12 chars: all keyboard

9512

5x1023

16 chars: alphanumeric

6216

5x1028
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Other Safety Tips
• Stay away from “Free” music/movie download sites as they generally
contain malware disguised as media content.
• Practice safe web browsing habits by staying away from:
•
•
•
•

Social media links
Advertisements
Email links that are unfamiliar to you,
Even if from known sources, THEY MAY BE COMPROMISED.

• Limit web browsing to:

• Work related sites only
• No personal email
• No browsing on work computers
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Other Safety Tips
Lock computer when walking away
Always escort unknown guests
Never leave guests unattended within reach
of technology or sensitive material
Report suspicious emails/calls/incidents
STOP and THINK before you CLICK!
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Thank you!
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